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loT DEVICE IDENTIFICATION USING NETWORK TRAFFIC ANALYSIS

Nuttapol Ittinirundorn®, Sophon Mongkolluksamee?

Abstract

The popularity of Internet of Things (IoT) devices has increased significantly, directly impacting
management and security. Therefore, this research proposes a method to classify loT devices using network-
level and transport-level data, combined with machine learning techniques. This approach helps maintain
user data privacy and enables rapid device classification. The network data from devices is collected and
statistically analyzed over a ten-minute period, including packet size, packet count, and IPID behavior. The
collected data is used to train four types of machine learning models: K-Nearest Neighbours, Naive Bayesian,
Random Forest, and Support Vector Machine. The performance evaluation used accuracy, precision, recall,
and F-1 measures, with average scores exceeding 0.9 in all aspects. Furthermore, incorporating IPID behavior
data improved effectiveness, particularly when combined with Naive Bayesian, resulting in an average

improvement of 0.08 across all evaluation metrics.
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